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1.0 Introduction

This guidance provides information about the safe, ethical, and effective use of
Artificial Intelligence (Al) for Registered Case Managers (Registrants) and those on
the Pre-Registrant Pathway (Pre-Registrants). However, it may also be helpful for
aspiring case managers who want to know more. It does not mandate the use of Al.

Artificial Intelligence technologies are increasingly present across health, social care,
insurance, rehabilitation, and wider support systems. Within case management, Al
may be used to support administrative tasks, information gathering, pattern
recognition, decision support processes and other related activities. While such
technologies offer potential benefits, they also present ethical, legal, professional,
and safeguarding considerations that must be understood and actively managed.

This guidance is designed to support professional awareness and informed practice,
rather than to provide technical instruction. It encourages case managers to
approach Al with professional curiosity, critical thinking, and accountability,
recognising that Al generated outputs do not replace professional judgement and do
not diminish personal or professional responsibility.

IRCM’s Standards of Proficiency in Case Management require that case managers:

8.3. identify resources, supports, barriers, risks, and opportunities to
facilitate successful outcomes, with due regard to value for money of
any intervention.

11.3. be open and transparent at all times with the service user and other
stakeholders.

16 Case managers gather, create, store, and share data safely and
effectively, and must

16.1  organise information into a coherent system that is comprehensible to
other colleagues and relevant stakeholders.

16.2. recognise the need to manage and store records and all other
information in accordance with applicable data protection legislation,
protocols, and guidelines.

21.1. take ownership of their own learning and development, identifying their
support needs, and developing and negotiating their own personal
development plans as required

22.2. apply an evidence-informed approach to their practice, using the right
data and the right information in a structured way, to make appropriate
decisions and achieve the best outcomes possible in the interest of
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their service users.

In the context of Al, these standards require case managers to consider not only how
Al tools are used within their own practice, but also how service users, families, and
other stakeholders may engage with Al technologies, and the implications this may
have for safety, decision making, and trust.

This guidance introduces key concepts relating to Al literacy and safe practice,
highlights potential risks and limitations, and sets expectations for professional
conduct when Al is used in, or impacts upon, case management.

1.1 Purpose and scope of this guidance

The purpose of this guidance is to support case managers to develop appropriate Al
literacy and to use Atrtificial Intelligence tools safely, ethically, and professionally.

By following this guidance, case managers will be better equipped to:
« understand the potential benefits and limitations of Al technologies;

e recognise and manage risks associated with Al use, including ethical, legal,
and safeguarding considerations; and

e maintain transparency, accountability, and professional judgement when
using or encountering Al-enabled systems.

This document applies to Registrants and Pre-Registrants, regardless of setting, and
is relevant to both:

« the direct use of Al by case managers, and

e circumstances in which service users or other stakeholders may be using Al
technologies.

This guidance is intended as a starting point only. It does not provide technical
instruction, product-specific advice, legal advice or guidance, and it does not require
case managers to be experts in Al systems. Final responsibility for professional
judgement, safe practice, and compliance with applicable legislation, regulatory
requirements, and organisational policies remains with the individual case manager
and their organisation.

This guidance should be read alongside:
e The Standards of Proficiency in Case Management;
« Continuing Professional Development Policy

e Continuing Professional Development Guidance;
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« relevant data protection and information governance legislation;
e Social Media Guidance for Registrants and Pre-Registrants
« organisational policies and procedures; and

e any applicable professional or statutory guidance.

2.0 Understanding Al and its relevance to practice

Artificial Intelligence refers to digital tools and systems that are capable of performing
tasks which would traditionally require human intelligence. These systems may
analyse data, recognise patterns, generate text or images, or support decision
making processes.

Examples of Al technologies that may be encountered in professional or everyday
contexts include:

e generative Al tools that produce text, images or summaries in response to
prompts (e.g., ChatGPT, Claude, Copilot);

e speech-to-text and other accessibility tools;
« planning, scheduling, and task management systems;
e assistive communication platforms; and

« predictive or analytical systems used in health, wellbeing or behavioural
contexts.

Artificial intelligence is not a single category of technology. Different Al tools perform
different functions and have differing risk profiles. Case Managers should consider
the nature of the tool being used.

Tool type Typical What it does Key risks and
examples considerations
Generative | ChatGPT, Produces text, Hallucinations,
chat tools Claude, Copilot, | summaries or draft inaccurate information,
Gemini content in response | data leakage, over-
to prompts reliance on plausible

sounding outputs,
agreement or
“sycophancy” bias

Ambient Meeting Listens to Consent, confidentiality,
scribes transcription and | conversations and accuracy of records,
recording retention,
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note-generation

produces notes or

whether the product

on behalf of
users

completes forms or
performs chained
tasks

systems summaries constitutes a regulated
medical device
Predictive Risk scoring, Produces scores, Bias against under-
or analytical | triage or outcome | rankings or represented groups,
tools prediction recommendations lack of transparency,
systems from structured data | inappropriate deference
to automated
recommendations
Assistive Al | Speech-to-text, Supports Accessibility,
used by communication communication or dependency, accuracy,
service aids, reading access to information | safeguarding
users support tools implications where
outputs are relied upon
Agentic Al Systems capable | Sends emails, books | Financial, contractual,
systems of taking actions | appointments, security, accountability

and safeguarding risks

Within case management, Al may be relevant to a range of activities including:

« administrative tasks such as drafting reports or case notes, summarising
information, transcribing meetings, or creating standardised resources;

e research to support individual service users; evidence informed practice must
not be based solely on Al generated outputs. Al generated content, citations,
references, numerical information, recommendations, summaries, or
analytical conclusions should be verified against appropriate primary or
authoritative sources before being relied upon, shared, or incorporated into
professional records, reports, recommendations, products or services.
Reviewing Al generated content involves more than simply re-reading the
output. Verification should include proportionate fact-checking, confirmation
against original documentation or primary evidence, and professional
evaluation of whether the content is accurate, current, complete, and
appropriate to the specific circumstances. Where Al tools are used to support
the creation of software, automation, products, workflows or code used within
professional practice, additional governance, testing, review and quality
assurance processes may be required.

e accessibility including supporting service users with communication, cognitive,
sensory, or physical impairments;
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« education and information sharing, such as clarifying information, simplifying
complex topics, or supporting understanding; and

« rehabilitation and daily living support, for example tools that assist with
memory, routines, prompts, or task sequencing.

While Al can offer efficiencies and practical support, it has inherent limitations. Al
systems do not possess human understanding, empathy, or professional
accountability. Outputs may be incomplete, inaccurate, biased, or inappropriate for
individual circumstances.

Al should therefore only be used to augment professional practice, not to replace
professional reasoning, interpersonal skills, or ethical judgement. Case managers
remain responsible for evaluating Al generated information, ensuring its accuracy,
applying their professional expertise, and ensuring that decisions are made in the
best interests of service users.

3.0 Competency, professional curiosity and continuous learning

Registrants and Pre-Registrants are expected to demonstrate professional curiosity
in relation to Al, in the same way they are expected to remain informed about
cultural, social, and environmental factors that may affect service users.

Professional curiosity in relation to Al includes an openness to understanding:

e what Al is and how it functions, at an appropriate level,

how Al tools may benefit or support service users;

how Al may misinform, mislead, or cause harm;

tools service users might already be using; and
« the limitations, uncertainties and potential biases in Al generated outputs.

Case managers are not required to become technology specialists. However, they
are expected to have sufficient competence to:

¢ identify risks, inaccuracies, or inappropriate reliance on Al tools by
themselves, team members, service providers and service users;

e recognise when Al is being used by a service user as a coping strategy,
assistive technology or communication aid;

e recognise where information provided may be out of date or inaccurate;

« understand when professional advice, clinical interpretation, or human
decision making is required in place of Al generated information;
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seek professional supervision, peer discussion or specialist input where
reflection or challenge is required;

engage in ongoing learning and professional development as Al tools and
practices evolve;

recognise that Al tools may change over time, including through updates to
underlying models, features, or supplier policies. A tool that has previously
been assessed as suitable may behave differently following updates by the
supplier;

use Al tools safely and proportionately, with due regard to confidentiality,
inherent bias and professional accountability; and

use Al tools within their scope of professional practice.

Maintaining competence in this area supports safe practice, informed decision
making, and the protection of service users’ wellbeing, autonomy, and trust.

4.0 Data protection, client safety and ethical considerations

Case managers routinely handle sensitive personal data. The use of Atrtificial
Intelligence (Al) introduces additional data protection, safeguarding, and ethical
responsibilities that must be carefully managed.

Data security and information governance

Case Managers must ensure that the use of any Al tool complies with data
protection legislation, the Standards of Proficiency in Case Management and their
organisational policies. In practice this means:

client data must not be entered into Al tools unless the system has been
formally approved, is fully compliant with data protection requirements, and is
subject to appropriate contractual arrangements, such as a Data Processing
Agreement (DPA). Case managers should note that publicly available or
general-purpose Al tools may store, retain, or use submitted information to
train their systems, even where service-level agreements or contractual
assurances appear to be in place; and

responsibility for compliance with the General Data Protection Regulation
(GDPR), the Standards of Proficiency in Case Management, and employer or
commissioning policies remains with the Registrant or Pre-Registrant.

Case managers should not make assumptions about how Al tools store, process, or
reuse information and should seek advice where uncertainty exists. Before adopting
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or recommending an Al tool, Case Managers and organisations should consider
proportionate due diligence including:

e where data is stored and under which legal jurisdiction;

e whether submitted information is used to train supplier models and whether
this can be disabled;

e the supplier’s data retention and deletion arrangements;

e whether the supplier holds recognised independent security certifications;

e breach notification and incident response arrangements;

e contractual terms relating to confidentiality and data processing;

e what happens to stored data if the supplier changes ownership, ceases
trading or materially changes services; and

e whether the tool has been formally approved for use within the relevant
organisation or commissioning environment.

The level of due diligence required should be proportionate to the sensitivity of the
information being processed and the risks associated with the tool.

Confidentiality

Maintaining confidentiality is a professional and legal duty and forms part of the
Standards of Proficiency in Case Management. When using Al tools:

« information described as ‘anonymised’ may still be re-identifiable, particularly
in small communities, rare conditions, or complex or unusual cases; and

e care must be taken to avoid accidental disclosure of identifiable information
through prompts, uploads, or generated outputs.

Case Managers should recognise that “anonymised” information may still be
identifiable in practice, particularly within small communities, specialist populations,
rare conditions, or geographically limited services. Combining a small number of
details such as diagnosis, postcode district, age range, family structure or unusual
circumstances may be sufficient to identify an individual, even where names and
dates of birth have been removed.

As a practical safeguard, before entering information into an Al system, Registrants
and Pre-Registrants should consider whether information is appropriately
anonymised, and whether this would effectively prevent identification of the
individual(s).

Registrants and Pre-Registrants should:

¢ avoid entering client-specific information into general-purpose Al tools;
e minimise detail wherever possible; and
e use only Al systems that have been formally approved for that purpose.
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Case managers must ensure that confidentiality is preserved at all stages of Al use,
including during drafting, testing, or exploratory use of tools.

Client autonomy and informed consent

Service users have the right to understand and make informed choices about the
use of Al in relation to their care and support. Where Al tools are used in practice,
clients should be informed of:

o the Al being used and the purpose;

« the types of information being processed;
« the limitations and risks; and

« their right to decline the use of Al.

Informed consent should be proportionate, meaningful, and revisited where Al use
changes.

Vulnerability and safeguarding considerations

Some service users may be particularly vulnerable to harm arising from Al use.
Service users with cognitive impairment, mental health conditions, communication
difficulties, or limited digital literacy may:

e place too much trust in Al generated information;
e misinterpret Al as human or authoritative;
e be exposed to misinformation or inappropriate advice;

e be vulnerable to exploitation or manipulation through autonomous or ‘agentic’
Al tools; and

e experience increased anxiety, dependency or reduced confidence in their own
judgement.

Case managers have a professional responsibility to monitor for these risks, to
discuss concerns openly with service users, and to intervene appropriately where Al
use may compromise service user safety, wellbeing, autonomy, or informed decision
making.

5.0 Understanding service user interactions with Al

Case managers should seek to understand sensitively and without judgement how
Al may already be used by service users in their daily lives. This understanding can
provide valuable insight into a service user’s needs, coping strategies, strengths and
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potential risks. Where appropriate, case managers may explore the use of Al in
areas such as:

Communication and accessibility support

e speech-generation or voice-output applications;

text simplification or summarisation tools;

translation services;

conversation coaching or social communication support; and
« smart home or environmental control aids.
Executive-functioning and memory support
e reminders and prompts;
« planning, scheduling and task management applications;

« digital assistants and voice-activated tools such as smart speakers or virtual
assistants (e.g., Alexa, Google Assistant).

Information seeking and advice

Service users may also use Al tools to obtain information or guidance, including:

medical or health related explanations;

legal information;

advice relating to benefits, education or employment;

emotional, relational or social support; and

information relating to relationships and intimacy.

Al generated information in these areas may be inaccurate, out of date, incomplete,
inappropriate, or poorly suited to the individual’s circumstances. In some cases, it
may reinforce misinformation, unrealistic expectations, or harmful beliefs.
Understanding a service user’s interaction with Al can help case managers to
identify:

e misinformation or misunderstanding;
e unrealistic expectations;

« emotional dependency on Al;
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o safeguarding concerns, including exposure to exploitation, manipulation or
scams; and

e oOpportunities for appropriate education, support or alternative resources.

Case managers should use professional judgement when exploring these topics,
ensuring conversations are proportionate, respectful, and focused on the service
user’s wellbeing, autonomy, and safety.

6.0 Al tools that may support service users

Some Al-based tools may offer practical benefits to service users when used
appropriately and with professional oversight. Such tools should always be
considered as supportive aids, not replacements for professional assessment,
clinical judgement, or specialist input. Examples of Al tools that may be encountered
include:

Accessibility and communication
e speech-to-text and transcription tools;
e augmentative and alternative communication (AAC) tools; and
« real-time captioning and translation tools.
Cognitive and executive function support
e structured daily planning and task management tools;
e summarisation, explanation or simplification systems; and
e« memory prompts or recall aids.
Educational and rehabilitation support
« graded reading and information simplification tools;
o repetitive skill-practice or coaching applications; and
e scenario-based or simulated learning environments.
Environmental and independent living support

« digital tools that assist with visualisation, layout planning or organisation of
living spaces;

e smart home or control systems; and
« tools that support routines, safety prompts or environmental cues.

Emotional or social support tools
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Tools that present as conversational, supportive, or emotionally responsive should
be used with caution as service users may anthropomorphise Al systems, place
undue emotional reliance on them, or substitute them for human relationships or
professional support.

When considering or discussing Al-enabled tools with service users, Case Managers
should evaluate their use by considering:

safety and potential safeguarding risks;

o data protection and privacy implications;

e accuracy, reliability and transparency of outputs;

o accessibility and usability for the individual service user;

« suitability in light of the service user’s needs, capacity and circumstances;
« risks of over-reliance, dependency or reduced self-efficacy; and

« whether the tool supports or undermines the service user’s goals.

Professional judgement and accountability remain central. The use of any Al tool
must be proportionate, justified, and kept under review.

7.0 Risks, limitations and red flags

Artificial Intelligence (Al) systems are not neutral, objective, or value-free. They
reflect the data, assumptions, and commercial priorities embedded within their
design and training. Case Managers must therefore approach Al use critically and
with appropriate caution.

Inaccuracy and “hallucinations”

Al tools can produce information that appears confident and authoritative but is
factually incorrect or entirely fabricated. This behaviour, often referred to as
“hallucination”, occurs when a system generates an answer despite having
insufficient or unreliable information.

Al systems may also generate fabricated references, citations, quotations, statistics,
legal authorities, clinical guidance or research findings. False information may
appear highly convincing and may be presented with confidence.

Particular caution should therefore be exercised where outputs include:

e factual assertions;
e references or citations;
e calculations or numerical information:

e legal, financial or clinical recommendations;
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e safeguarding advice; or
e summaries of source material.

Al outputs should never be assumed to be accurate and must always be reviewed,
verified, and contextualised against authoritative primary sources.

Bias and skewed outputs

Al systems may reproduce or amplify biases present within their training data or
design. This can include bias related to gender, race, disability, socioeconomic
status, or health conditions.

Al systems may also demonstrate an optimism or agreement bias, where they
default to confirming the user's assumptions. This can reinforce confirmation bias,
prioritising agreement over accuracy or challenge, and may be particularly
problematic where risk, vulnerability, or poor decision making is present.

Over-reliance and dependency

There is a risk that both Case Managers and service users may place undue reliance
on Al tools for:

e decision making;
« interpretation of complex information, or
e emotional reassurance or support.

Over-reliance can undermine professional judgement, reduce critical thinking, and
weaken the development or maintenance of service user skills and confidence.

Data misuse and information security risks

Service users may not understand how Al tools collect, store, or reuse information.
As a result, they may unknowingly enter sensitive personal or financial data into
systems that are unsafe, unregulated, or commercially exploitative.

Case Managers should remain alert to these risks and provide proportionate
guidance where concerns arise.

De-skilling and loss of capacity

While Al may support functioning, it should not replace the development or use of
key client skills, such as:

e planning and organisation;
« problem-solving and decision making; or

o self-advocacy.
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The long-term impact of Al use on independence and capability should be
considered as part of ongoing case management.

Commercial influence and exploitation

Many Al tools are developed and operated by commercial organisations. These tools
may:

e encourage paid upgrades or subscriptions;

e prompt users to share additional personal data;

e link accounts or integrate services in ways that reduce user control; or
« prioritise engagement over wellbeing.

Case Managers should remain mindful of the commercial context in which Al tools
operate.

Agentic Al and autonomous action systems

Agentic Al refers to systems capable not only of generating information, but also of
taking actions on behalf of a user. Examples may include systems that:

e send emails or messages;

e complete forms;

e make purchases;

e arrange bookings or appointments;

e interact with multiple systems automatically; or

e chain together multiple actions to achieve a stated objective.

The risks associated with agentic Al may differ significantly from those associated
with conversational or drafting tools because actions may occur rapidly,
automatically, and sometimes without meaningful human oversight.

Registrants and Pre-Registrants should therefore assess the use of agentic Al as
part of routine risk, safeguarding and capacity considerations, particularly where
service users may be vulnerable due to cognitive impairment, mental health
conditions, impulsivity, reduced insight, fluctuating capacity, or financial vulnerability.

The introduction of an agentic Al system into a service user’s life should be treated
with the same seriousness as introducing any other third party with delegated
authority to act on the individual’s behalf.

Potential risks may include:

e financial harm arising from purchases, commitments or transfers;
e contractual commitments entered into without full understanding;
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safeguarding risks linked to communication with third parties;

unauthorised actions outside deputyship, best interests or delegated authority
arrangements;

security vulnerabilities or exploitation by malicious actors; and

difficulty establishing an accurate audit trail of actions taken.

Where concerns arise, Registrants and Pre-Registrants should consider whether
additional safeguards, restrictions, processes or oversight are required.

Red flags requiring professional response

The following situations may indicate increased risk and should prompt professional
reflection, discussion and/or intervention:

a service user becoming socially isolated or reliant on Al for companionship or
emotional support;

Al being used to self-diagnose, to challenge professional advice without
evidence, or to justify risky or unsafe behaviour;

Al generated content causing distress, anxiety or harmful beliefs (e.g.
negative interpretations or inappropriate advice);

use of Al in ways that may breach legal obligations, data rights, professional
guidance, or safeguarding responsibilities;

excessive use of autonomous or ‘agentic’ Al tools resulting in financial risk or
other unanticipated consequences.

8.0 Summary

Case managers are expected to apply professional judgement and accountability
when engaging with Artificial Intelligence, whether directly within their practice or
when supporting service users who are using Al-enabled tools.

1. Maintain personal competence

o engage with continuing professional development relating to Al;

o recognise the limits of their own competence and seek supervision or
professional advice where uncertainty or complexity arises; and

o remain informed about emerging Al tools, particularly those relevant to
accessibility, communication and independent living.

2. Use Al transparently and ethically

o be open and clear with service users and stakeholders about when Al
tools are being used, their roles and how they may influence decisions;
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provide service users the opportunity to decline the use of Al supported
services;

use Al tools in a way that does not prevent person centred support;
ensure that Al supports, rather than replaces professional reasoning,
assessment and decision making. Registrants and Pre-Registrants
remain accountable for safe, ethical and effective service delivery;
ensure Al generated outputs are appropriately verified against
authoritative primary sources before reliance is placed upon them;
recognise that Al systems and models may change over time and
periodically review tools already in use;

avoid relying solely on supplier claims regarding privacy, confidentiality
or security without proportionate due diligence;

ensure safeguards are proportionate to the type of Al system being
used, particularly where systems are capable of autonomous or agentic
action.

use Al tools that align with scope of practice and professional
competence. Al should not be used as a means to extend scope of
practice beyond professional competence; and

regularly review the use of Al tools to ensure they provide value, swap
tools that no longer meet professional or service user needs.

3. Protect service user data

@)

do not enter personal, sensitive or identifiable information into Al
systems that are unapproved or non-compliant;

ensure compliance with data protection legislation and organisational
policies and procedures; and

seek advice where there is uncertainty about data handling, storage or
risk.

4. Assess service user use of Al

@)

explore sensitively and without judgement, how service users engage
with Al tools in their daily lives;

monitor for risks such as misinformation, over-reliance, exploitation or
reduced autonomy; and

consider how Al use may interact with vulnerability, capacity and
safeguarding concerns.

5. Support service users in safe and appropriate use

o

assist service users to consider tools that are proportionate and

suitable for their needs and circumstances;

provide balanced information about potential benefits, limitations and

risks; and

ensure that any use of Al aligns with agreed case management goals.
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9.0

Document Al involvement where relevant
Where Al use materially influences assessment, planning or decision making,
records should include (as appropriate):

o the Al tool used,;

o the purpose and rationale for its use;

o steps taken to review outputs and ensure safety; and

o whether the service user consented to, declined or expressed concerns

about Al use.

Uphold safeguarding responsibilities
o treat Al-related risks and concerns as part of standard safeguarding
duties;
o respond proportionately where Al use may compromise safety,
wellbeing, autonomy or informed decision making;
o escalate concerns and seek supervision in line with organisational and
professional requirements.

Suggested areas for further learning

Case Managers are encouraged to continue developing their knowledge and
confidence in relation to Artificial Intelligence as part of their ongoing professional
development. Areas for further learning may include:

the basic principles of Al and machine learning;

data protection, information governance, and digital privacy;
accessibility and assistive technologies;

Al ethics, governance and accountability;

the risks and impacts of Al generated misinformation;

bias, discrimination and inequality in Al systems;

digital literacy and online safety for vulnerable individuals;

the psychological and behavioural impacts of interacting with Al; and

relevant safety guidance issued by the NHS, the Information Commissioner’s
Office (ICO) and other professional or regulatory bodies.

As with other areas of professional practice, this list is not exhaustive. Case
managers are expected to remain professionally curious, reflective, and proactive in
identifying learning needs and seeking appropriate development opportunities, to
support safe, ethical, and effective case management practice.
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Annex 1 Practical checklist for considering use of Al tools

This checklist is intended to support Registrants and Pre-Registrants in making
proportionate, safe and informed decisions before adopting or using an Artificial
Intelligence (Al) tool within case management practice.

Not every question will apply in every situation. The level of scrutiny required should
be proportionate to:

o the sensitivity of the information involved;

the vulnerability of the service user;
« the functions performed by the tool; and

« the potential consequences if the tool behaves unexpectedly or incorrectly.

A) | Purpose and proportionality

Consider:

O The problem this tool is intended to solve

[1 If Al is necessary for this task

O If the task be completed more safely or appropriately without Al

L1 If the potential benefits of using the tool outweigh the risks

[ If the use of Al proportionate to the needs of the service user

B) | Data protection and confidentiality

Consider:

O Where the data is stored

[1 In which legal jurisdiction the data is being processed

O If the information input is used to train the supplier's Al models
[J Whether training or data-sharing can be disabled

L1 The supplier’s data retention policy

[1 How the deletion of data can be verified

0 Whether the supplier provides a data processing agreement and the
contents of this
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[ Whether the tool has been approved for use by key stakeholders

[ Whether the information to be entered could identify a service user

C)

Safety, reliability and accuracy

Consider:

0 How reliable the tool is for the intended purpose
[J The limitations of the tool

0 Whether outputs are transparent and explained

[ How outputs will be checked and verified against primary authoritative
sources

[] Whether outputs could create safeguarding, financial, legal or reputational
risks

D)

Accessibility and suitability for the service user
Consider:

O If the tool is suitable for the individual’s communication, cognitive, sensory
and emotional needs

L1 If the tool could increase confusion, dependency or distress
O Whether the service user might place too must trust in the tool

[] Whether the tool supports autonomy and independence or may undermine
them

[] Whether additional supervision, education or support is required for safe
use

D)

Safeguarding and vulnerability
Consider:

O If the tool could expose the service user to exploitation, manipulation,
scams or other risks

L1 If the tool may encourage emotional dependency
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O Whether the tool could reinforce harmful beliefs or misinformation
[1 Whether the tool is capable of autonomous or “agentic” action

[J Whether the tool could make purchases, commitments, bookings or
communications on behalf of the service user

[ Whether sufficient safeguards are in place for use

E) | Supplier and governance
Consider:
O If the supplier is transparent about how the system works
[1 If the supplier holds any recognised security certifications
O The breach notification arrangements
[] What happens to stored data if the supplier is sold, acquired or ceases
trading
[] Whether terms and conditions are fair, understandable and appropriate
] Whether there is a clear process for reporting concerns or errors
[ Whether there is a process to audit or monitor use of the tool where
necessary
F) | Ongoing review

Consider:
O If the system has changed since first assessed
[] Whether new risks have emerged

0 Whether the supplier has altered privacy, retention or pricing
arrangements

L] Whether the tool is still appropriate for the intended purpose

[ Whether key stakeholders still understand and consent to use of the tool
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Annex 2 References and additional reading

Inclusion does not imply IRCM endorsement.
Artificial Intelligence — General Understanding

« UK Government — Al, Data Science and Machine Learning: a Dstl biscuit book
https://www.gov.uk/guidance/ai-data-science-and-machine-learning-a-dstl-
biscuit-book/introduction

A summary of what artificial intelligence, data science and machine learning is and
some real life examples

Ethics, Professional Practice & Regulation

e Health and Care Professions Council (HCPC)
HCPC response to CSPL survey on challenges posed by Al | The HCPC

e World Health Organization — Ethics and Governance of Al for Health
https://www.who.int/publications/i/item/9789240029200

o Chartered Society of Physiotherapy
https://www.csp.org.uk/professional-clinical/professional-guidance/ai-use-
physiotherapy

Safeguarding, Vulnerability & Digital Harm

o UK Safer Internet Centre — Supporting Vulnerable Adults Online
https://saferinternet.org.uk

Data Protection & Confidentiality

e Information Commissioner’s Office (ICO) — Al and Data Protection
https://ico.org.uk/for-organisations/uk-gdpr-quidance-and-resources/artificial-
intelligence/

Rehabilitation, Accessibility & Assistive Technology

« AbilityNet — Digital Accessibility and Support for Disabled People
https://www.abilitynet.org.uk

« Royal College of Occupational Therapists
Al and technoloqy resources | RCOT

Practical Awareness of Common Al Tools
(For awareness only — inclusion does not imply endorsement)

e OpenAl — ChatGPT: Limitations and Safety Information
https://openai.com/safety
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https://www.gov.uk/guidance/ai-data-science-and-machine-learning-a-dstl-biscuit-book/introduction
https://www.gov.uk/guidance/ai-data-science-and-machine-learning-a-dstl-biscuit-book/introduction
https://www.hcpc-uk.org/resources/consultation/2020/hcpc-response-to-cspl-survey-on-challenges-posed-by-ai/
https://www.who.int/publications/i/item/9789240029200
https://www.csp.org.uk/professional-clinical/professional-guidance/ai-use-physiotherapy
https://www.csp.org.uk/professional-clinical/professional-guidance/ai-use-physiotherapy
https://saferinternet.org.uk/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/
https://www.abilitynet.org.uk/
https://www.rcot.co.uk/explore-resources/ai-and-technology
https://openai.com/safety

e Microsoft — Copilot and Responsible Al
https://www.microsoft.com/ai/responsible-ai

e Google — Al Principles and Safety
https://ai.google/principles/

Ongoing Professional Development

¢ NHS England » News
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https://www.microsoft.com/ai/responsible-ai
https://ai.google/principles/
https://www.england.nhs.uk/news/?filter-keyword=AI&filter-category=&filter-date-from=&filter-date-to=
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